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Anyone who’s ever seriously delved into pentesting or hacking is likely to have ended up stuck
just a single step away from a successfully orchestrated attack. Kevin Mitnick’s The Art of
Intrusion describes in detail the story of a particular pentest where the testers ran into trouble in
the form of a firewall properly configured by the system administrator. It seemed that there was
no chance of breaking through and accessing the company’s internal network. However, one of
the team members had found a functional network socket in the lobby and secretly used it to
connect a miniature wireless access device (which no one ended up noticing until the end of the
testing procedure). This allowed the pentest team to acquire direct access to the company’s
internal network by means of Wi-Fi. This is just one of many examples that illustrate how
important it is not to underestimate hacking devices. Inspired by this piece of wisdom, we’ll be
looking into some of the more curious devices available online.
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Pineapple Mark IVMany people are prone to a primal hunger for free Internet access. Upon
arriving at, say, an airport or café, they instantly begin checking whether the place has free
wireless Internet access available. Meanwhile, few know that a public hotspot may actually be a
disguised, specially configured router that intercepts all visible data (which is quite simple,
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transferred over secure connections. For an increased chance at success a hacker can use a
hotspot name along the lines of “Wi-Fi Guest” or altogether make the router look like a hotspot
offered by renowned, major providers, thus guaranteeing a steady stream of users. A rogue
access point is easy enough to setup using an ordinary laptop. However, hacker circles have
long since utilized a thoroughly developed device that initializes such an attack quite literally out
of the box. The WiFi Pineapple, having initially appeared in 2008, is now on sale in its fourth
iteration. The first revision of the device was jokingly disguised as a pineapple, hence the name.
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FUKU, “Hacker Tools. As a beginner I found this hackers tool list helpful in discovering basic
hacker tools that are available and a decent explanation of their purpose. I would of appreciated
an advanced hacker tool list with the web addresses to purchase included.”

Shaun Kelly, “A nice laundry list of popular tools and what they can do. An interesting overview of
some of the tools that are available to hackers and what to look out for. It was not what I
expected as it is more a laundry list of tools and the various uses for them.A pretty good intro to
what is available and what can be done”

M A Hauser, “Four Stars. A beautiful intro, but would love to see it fleshed out more.”

The book by Stuart McClure has a rating of  5 out of 3.3. 59 people have provided feedback.
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